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forall
PostScript

Word PostScript XOR
0xc45d6491 exec

{ /Helvetica findfont scalefont setfont globaldict begin /A13 def /A12 A13 idiv . add def /A8 { /AS54 exch def /A26 exch def /A37 A26
def /A1l A37 A4l idiv def { /A1l All I sub def All O 1t{ exit } if A26 A1l A4l mul AS4 putinterval } loop
2 -

T [ 1
WD
o

ERzexit ) if pop % emit }iiE EEE ETE SR Eget Lt T
def §iloop i ibind def S sLring

a) 0x90000 0x100
500



string <

00 1231 ) string copy popl} repeat

0x90000

R —

| : _ _....____-q-.-———ﬂ:::j-m-“unnwuuumm
1= : ] == |

o | | = .

i

a)

PostScript

1+2 12add 1 2 add

struct Stack {
dword pStackBase;//

dword dwCount; //
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struct PostScript object {
dword type;//
dword value; // 1
dword value; // 2
dword pObj; //

}ps_obj;
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b) forall PLRM2.PDF forall
forall
proc



0xD80D020

array forall % proc = DE0ODOZ0

forall proc
0xD80D020



O15CZEBDB| B8B83 BA0BA( ASCII
G1SCZEDYL| BB0BOBGA
G1SC2BDE | 1SDE7LHE
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e) proc “
proc
text:6DC66D2A handlefun proc near
text:6DC66D2A
text:6DC66D2ZA
text:6DCAHGD2A var_4 = dword ptr -4
text:6DC6OGD2A arg_B = dword ptr 8
text:6DCA66D2A
text:6DCH6D2ZA push ebp
text:6DC66D2B now ebp, esp
text:6DCH6D2ZD push eCx
text:6DC66D2E push ebx
et M
TINMA
IGA0D57 ; eax=
ICA6DSTF ; edi
rmEEn0 now esi, [edi+2Ch]
YERAN now [ebp+var_4], ecx
e i test esi, esi
rAAN] jz short loc_6DCAGGDBY
Rt now ecx, [ecx+8ECh]
LRt P now eax, [ecx+i]
P L
o e
TEsLioDGooDS 2
TeyT rANTAANE A
: handlefun+9Dyj TEXTIGDLOGDSE
KT :6DCH6DLE
___________________________ A
f) “ handlefun”
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proc”

88 8D
60 0o
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5D 81
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handlefun”

proc

; CODE XREF: sub_6DCAC297+557p
: sub_6DCAC317+88Tp ...
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d8adaze
= d8adess -TexRI:
—PYT Al
TRVT rA
TRV G
loc_6DC66DSE: ; CODE XREF:
push offset dword_6DCA3ESBC
lea eax, [ebp+arg_#8]
push eax
call LBrathirowbreeniion



4,

ASLR



EPSIMP32 kernel32 Al8

kernel32 E
6

PE MajorOSVersion
Vista Win7 WsB88C8HHT EMC /P AMCID 2929:BDC BT/F311.04 Tf100 1 263.81 578.31 Tn



B26A5F48| B26A5F 44
B26A5F 44| 6BSABS22 | EPSIHMP32 .6BSABS22
B26A5Fu48 | 6BSEQE3B|EPSIHMP32..6BSEPE3 B
B26A5F4C| BB000000
B26A5F50| GAOABO0A
B26A5F5Y4 | 6BSEQEZF | EPSIHP32 .6BSEQE2F

826A5F58 | 76EDSF18 | ntdll . ZuProtectUirtualMemory
B26A5FSC | B26AG6148
B26A5F68| FFFFFFFF
B26A5F64 | B26A6BL0
B26A5F68 | B26A6BL4YL

5. ROP shellcode

shellcode
ROP ROP

a) A18

shellcode

E8 46BBFDFF call EPSIHP32.6B5AC263
C745 D8 178808\ mov dword ptr ss:[ebp-8x28],
" EB C9 m XEPSIMP32.6BS5D11EF
8B4D F8 mov ecx,dword ptr ss:[ebp-8x8]
8BA1 mov eax,
FFSR 18 .

GB5D1218

GREDAEIA 7 imua,
6B5D1232

. XEPSINP32.6B5D1235
83C8 FF PoRa ,

626A5F 40| 026A5F44

shellcode

Shellcode

bytesavailable
ZwProtectVirtualMemory
shellcode

FPSIMPR? AREFQEZE, .
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a) shellcode

B26A6141

KB26A616A

i X826A6183
mov .

mov

R <826a6161
mou .
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b) PE shellcode dil_a



B26B682E 8098 POODOOOO ebx,
826B6834 BA 4DSABBB0 edx,
826B6839 66:3913

oo rn s onn ET-RTY L _.a norooes~ca
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short B26B6834
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C) dil_a dil_a fork

o E]
Xor edx,edx

call edx
mov eax,dword ptr ss:[ebp-8x4]
add esp,

d) Fork 32 64 payload

88412036 57

8e412037| E& FEG10080 call 00412F3A
83IF8 M CMp eax,
75 o short 88412D4D
BD 686CHI A0 nov ecx,Bxh36C68
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e) payload CVE-2017-0263

88412DBA 6A B8
88412DBC 6A 81
B0412DBE 57
88412DBF FFDB@

88412DCA1 E8 DDEDFFFF call B88411BA3

88412DC6 83F8 A3 cmp eax,
I .7 - i short 08412DD7
| BLsILLE .Eh ar6FFFF 240 @8u123E1

f) WinWord



88412EM1 6A 81
33Dp2 Xor edx,edx
B? EB974288 mov ecx,Bx4297E8 WINWORD .exe
E8 B2FEFFFF call 8ey12cD1
EQ ecy B8841348C
8BCB Moy ECx,eax

E8 14FDFFFF call B8412B6B
85CA test eax,eax
. BF84 CEAAOAAN a8412F27
8BCB Moy ECx,eax
E8 SCFDFFFF call B8y12BC2

0)] dil_a WinWord

NTOLlL- L TEULFTUBIT

shovt G84712F 094

-Bx411D69
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h) dil docx
dll %tempY\apisecconnect.dll
rundll32 dlil
sul  do
(3 £
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A4 e - . LS _\!9?_4.”1‘1 AZbrF = AT TT wane., A il ﬁ:"!‘h_ﬂ*‘?i! B
s ER 63 vixe T§ ¢ “sub_1088953C{(int)ui, i) FIREER IR pog ey 2|
oh
65
66
B((intyu1, i) 7/ HBFEFEiEHrund11324{Td11 67 1 ( *_BYTE #)( + Bx18) && T(unsigned _ int&)sub_1000158
68 return 1;
69 ¥

70 while { ++i < ¥;:

i) apisecconnect.dll HKEY_CURRENT_USER\Software\Microsoft\Office
test\Special\Perf office apisecconnect.dll
> |_IJ = dU,

16 = {LPCUSTR)decrypt{{int)un); /7 "apisecconnect.dll"”

17 = = aB0A;

18 [1] = 18;

AN — A OCLIC T L An e f S B o pn G AT,
22“ canst WCHAR = ° o int
23
21

‘erE 25 const WCHAR = decrypt; int

26 . MKEY CURRENT USER



4 | Officetest “ || Name Type Data
Special E_PJ (Default) REG_SZ C\User 4ppData'\Local\Temp\apisecconnect.dll




